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 Cybersecurity Study Consensus Meetings 

August 17 Monday at 4pm 

August 18 Tuesday at 10am 

All members will be invited via Zoom to share in these consensus meetings.  Thanks to Sheila 

McGinnis and Mary Sinclair for facilitating and reporting our responses during this LWVOR 

State Study.  You should be receiving a Zoom invitation in your email from LWVRV to reserve 

a place at one of the consensus meetings.  

The consensus questions and study summary 

begin on page 3.  Please review the study materi-

als on the LWV Oregon website at http://

lwvor.org/wp-content/uploads/2020/03/

Cybersecurity-and-Privacy-Today-for-Web-3-19-

2020.pdf  You may want to print the pages of the 

consensus questions to follow along at the Zoom 

meeting. 

LWVOR President Becky Gladstone also shared this 55 minute webinar on the subject 

from this summer: https://www.youtube.com/watch?
v=GtqXGgW5M0A&feature=youtu.be  [ Copy and paste into your browser] 

http://lwvor.org/wp-content/uploads/2020/03/Cybersecurity-and-Privacy-Today-for-Web-3-19-2020.pdf
http://lwvor.org/wp-content/uploads/2020/03/Cybersecurity-and-Privacy-Today-for-Web-3-19-2020.pdf
http://lwvor.org/wp-content/uploads/2020/03/Cybersecurity-and-Privacy-Today-for-Web-3-19-2020.pdf
http://lwvor.org/wp-content/uploads/2020/03/Cybersecurity-and-Privacy-Today-for-Web-3-19-2020.pdf
https://mail.google.com/mail/u/0/?pli=1#inbox/FMfcgxwJXCLjcjPDRfKCDltPCLQKxkTq?projector=1


The League of Women Voters Rogue Valley  
welcomes submissions to the newsletter, The 
Voters Voice.  The new editor is Jim Buck at 
newsletter@lwvroguevalley.org. 
 
LWVRV 
P.O. Box 8555 
Medford OR  97501 
541-479-4486 

Contact the webmaster  

webadmin@lwvroguevalley.org 

 

Website: lwvroguevalley.org 

Facebook page: 

facebook.com/League-of-Women-Voters-of-

Rogue-Valley-301855639862801 

 

Email:     pres@lwvrvroguevalley.org 
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President’s Pen…...President of the 

LWV Rogue Valley  

 

Welcome to all you brave souls to the beginning 
of a new year for LWVRV! I especially want to 
give a shout to all the new members we’ve 
attracted in the last year.  We are so happy to 
have you! It is important for us to help you en-
gage in the many possibilities available to you in 
the League.  There are lots of events on the hori-
zon:  the Cybersecurity Consensus study groups 
this month (a great way to see how a ‘study’ is 
conducted); two events in September: Com-
pleting the Census (with Precious Edmonds at 
Dancing Hearts Consulting) and Oregon’s Vote 
with Chris Walker, Jackson County Clerk); Voter 
Services is working on  candidate interviews for 
VOTE411 and a Jackson Co. Commissioner Forum 
for October; November brings the election but 
also a chance to delve into League History and to 
break into study groups for “Diversity, Equality 
and Inclusion”; December is our ‘giving month’ 
and our plan is to bring together representatives 
from Food Banks from the Rogue Valley so that 
we can find ways to participate and give. This will 
be our busy VIRTUAL FALL! 

I now want to pay tribute to someone who con-
tinues to make the League of Women Voters 
Rogue Valley a great organization, Lorraine Wer-
blow. Long before my time with the organization, 
she was doing presidential League work in New 
Rochelle, NY. She even hosted a radio show on 
WVOX!  When she moved to Medford, Lorraine 
brought her League knowledge and her incredible 
sense of humor and went right to work. She has 
held many jobs (president, most recently mem-
bership chair, headed endless committees) and 
always brought that dry New York humor. Lor-
raine continues to work outside LWV with Media-
tion Works where she helps with arbitrations. 
Last year, just as we were about to celebrate our 
centennial year, we were forced to shut down 
because of the encroaching pandemic.  

Lorraine had worked tirelessly on plans for 
the luncheon—which is still on hold. To me, 
she is the epitome of good work and cama-
raderie. (Lorraine—the popcorn is for base-
ball games!) 

Margie Peterson 



 

PARTICIPANT’S CONSENSUS WORKSHEET: Privacy and Cybersecurity 

 

Summary of Study Policy Findings [Refers to Consensus Propositions] 

In the digital age, it is increasingly challenging to protect the personal identity and privacy of individuals, 

and to provide the open, secure flow of information in cyberspace for the benefit of individuals and society. 

Efforts to address privacy and cybersecurity policy concerns today are complicated by the increase in big 

data, E-commerce, and artificial intelligence. A 2014 Pew Research Center study found that 91% of consum-

er think they have “lost control over how their personal information is collected and used by compa-

nies.” (Madden, 2014). 

The US Constitution does not recognize an explicit right to privacy, nor does the US have a single, com-

prehensive Federal privacy law. Current policy debates focus on personal information privacy to protect 

an individual’s identity, while cybersecurity policies protect information access. Personal data protec-

tions are based upon a mix of differing Federal and state statutes and rules, common law precedents 

and business practices. This patchwork of laws and regulations creates a fragmented set of statutes 

with different privacy protections for individuals and different compliance requirements for public and 

private sector institutions. 

US PRIVACY POLICY IS NOT UNIFORM [Refers to Worksheet Part II Propositions] 

These factors contribute to policy fragmentation: 

Federal laws primarily apply to how the Federal government handles personal information in 
order to protect individuals from intrusive government. 

Federal laws applying to private sector organizations narrowly target specific sectors and certain 
types of sensitive personal information, including health, credit, financial, telecommunications, 
and children’s and student information. 

Sector-level regulation typically takes the form of industry self-regulation and enforcement of vol-
untary on-line privacy protections. Firms that gather, analyze, and distribute consumer infor-
mation self-regulate and voluntarily define how they will handle responsibility for individual’s 
information, including sharing with third parties. Recent consumer protections enacted or 
pending in several states are expected to overhaul current practices. 

Sector-level data regulation means many businesses are not regulated; sector-level regulation 
does not adequately address the practices of firms that cross sectors to use data technologies 
to compete in other businesses (e.g., media, retail, etc.). 

In the absence of comprehensive Federal privacy protections, states have begun to enact their 
own privacy requirements for the private sector, creating inconsistent and/or conflicting 
laws from state to state. 

Regulation tends to target specific violations and past abuses (e.g., breach notifications, employer 
access, data tracking, data brokers, etc.). Emerging problems which are difficult to anticipate 
are often beyond the reach of existing regulations, and regulatory mechanisms can be designed 
to address future concerns. 
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INDIVIDUAL AND PERSONAL DATA PROTECTION [Refers to Worksheet Part III Propositions] 

There are several ways in which changing technologies are prompting a rethinking of personal data 

protection. Some experts recommend adopting use-based policies to prevent harmful use of sensi-

tive data. Use-based policies focus on data end use rather than controlling data access or transmis-

sions, and apply to the original data and any subsequently derived data. Both current understand-

ings of personal information and redress for data violations continue to evolve. 

Current laws focus on personal data privacy, particularly Personally Identifying Information (PII), 

which is unique to an individual (e.g., account numbers, social security numbers). The surge in big 

data means a wide array of non-unique information can be used to reidentify supposedly anony-

mous individual data. Regulating an 

individual’s PII is fast becoming obsolete. Some experts recommend that privacy protection be ap-
plied to all 

identified and identifiable persons. 

E-COMMERCE DATA PROTECTIONS [Refers to Worksheet Part IV Propositions] 

E-Commerce is a business model driven by consumer data where private sector firms use data 

tracking and big data analytics to profit from personalized advertising. In the US, the Federal Trade 

Commission (FTC) oversees consumer information privacy, enforces data protection regulations, 

and protects consumers against unfair or deceptive business practices. Using voluntary self-

regulation, firms that gather, analyze, and distribute consumer information define how they will 

handle responsibility for individual’s information. The FTC encourages on-line businesses to adopt 

fair, transparent privacy practices, and may act to assure firms comply with their own stated prac-

tices. 

E-commerce treats individual data as a commodity, turning consumer profiles found in big data 

into a highly profitable industry that packages and sells personal data to third party users 

which are often unregulated. 

Sector-specific privacy regulation is complex and variable; 

It is not clear how firms protect specific personal information. 

It may not cover information transferred to a third party, and data protections are lost as 
data changes hands. 

It creates inconsistent coverage; some businesses are subject to multiple overlapping require-
ments and others have few requirements. 

It does not address businesses that operate in multiple sectors or that expand into new busi-
ness sectors, creating gaps in privacy protection. 

Self-regulation has weaker enforcement mechanisms than direct regulation and consumers 

have limited recourse for violations. 

The FTC relies on consent agreements to remedy business fair practice violations because it does 

not have authority to impose fines. 

***End of Policy Findings 
Summary*** 



PARTICIPANT’S CONSENSUS WORKSHEET: Privacy And Cybersecurity 

PRIVACY AND CYBERSECURITY CONSENSUS PROPOSITIONS FOR DISCUSSION 

These propositions are broad, overarching statements about key elements of a comprehensive policy 

framework, individual privacy protections, requirements for E-Commerce, and election cybersecurity. 

We are seeking your League’s view on which of these options are most valued. These propositions are de-

signed to determine what dimensions of privacy protection should be strengthened under Federal and/or 

state law. The current US privacy framework is an uneven mosaic of laws and regulations that makes individu-

al consumers responsible for much of their own privacy protection and gives business sectors varied levels of 

responsibility and freedom in how they protect personal data. Experts have recommended adopting the op-

tions below, including how to implement them, but policymakers have not acted on their recommendations. 

The following policy choices have been considered by a wide range of experts, including lawmakers, tech 

industry and security experts, legal and privacy experts, academics, and think tanks. These consensus prop-

ositions are framed as national policy choices which must ultimately be addressed because the internet 

transcends state and national policy. Important issues identified through consensus will serve as the basis of 

LWVOR’s state-level position, and also submitted to LWVUS national conference for consideration. 

INSTRUCTIONS: After reading the Privacy and Cybersecurity study, please complete this worksheet to indicate your ini-

tial views. Based on your current knowledge, use the scales below to assign ‘importance’ ratings to each lettered proposi-

tion. Bring this completed worksheet with you to use in consensus discussions. Thanks for your valued input.  If you are us-

ing this worksheet out of the LWVRV newsletter, beware that the checkboxes in front of the word essential are missing 

[formatting inconsistency]—try circling your answer instead. 

 

PART I: ELECTION SECURITY 

Based on your current knowledge, use the scales below to assign importance ratings to each lettered proposi-
tion. 

a. Replace paperless voting machines with systems that create a voter-verified paper backup of every vote. 

               Importance of this element to policy:                    

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

b. Replace outdated hardware and software that can no longer be serviced. 

               Importance of this element to policy:         

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

c. Upgrade registration databases for better security. 

               Importance of this element to policy:                    

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

d. Increase cybersecurity expertise for election office staff and volunteers. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion     



e. Develop contingency plans to mitigate potential cyber damage. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

f. Check and confirm electronic tallies with post-election audits comparing paper ballots and voting machine totals. 

               Importance of this element to policy:                    

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

 

g. Regulate election-related disinformation and misleading political ads 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Comments 

PART II: PRIVACY POLICY SHOULD BE UNIFORM AND CONSISTENT 

Use the scales below to rate the importance of each of the lettered propositions. 

1. The scope of the United States’ legal privacy framework should… 

 

Define different privacy protections for specific types of data. 

                Importance of this element to policy:                    

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Tailor specific privacy protections to different types of businesses (tech firms, banking, healthcare, etc.). 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Define uniform privacy protections for all personal data. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Comments 

 

2. The United States’ legal privacy framework should… 

a. Assure data transferred to other entities continues to have the same, enforceable privacy protections. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance   



b. Adopt flexible practices capable of addressing emerging concerns like big data, artificial intelligence, smart 
technologies and future innovations. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

c. Reconcile gaps, inconsistencies and exceptions in privacy laws and regulations across federal, state, and reg-

ulatory agencies. 

              Importance of this element to policy:                      

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Comments 

 

 

PART III: INDIVIDUAL AND PERSONAL DATA PROTECTION 

Use the scales below to rate the importance of each of the lettered propositions. 

a. Define uniform privacy rights for all consumers. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

b. Apply privacy protection to all identified and identifiable (with big data analytics) persons. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

 

        c. Focus laws and regulations on preventing known harmful uses of sensitive personal data. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

d. Redefine legal definitions of data violation ‘harms’ to include certain intangible harms and future risks such as 

identity theft and fraud. 

               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

e. Provide for judicial remedy by granting consumers the right to sue companies that violate their personal 

information protections. 

               Importance of this element to policy:                    

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Comments 



PART IV: E-COMMERCE DATA PROTECTIONS 

Use the scales below to rate the importance of each of the propositions. 

 

a. Require all businesses that process or control personal data to establish effective governance and 

accountability programs.               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

b. Require all businesses that process or control personal data to be responsible and accountable for any and all 

subsequent end uses of personal data, including transferred data.               Importance of this element to policy:                      

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

  c.  Make third party data processors and data holders responsible stewards of personal information, 

protecting individual users’ interests and accepting liability for harms to individual users.              Im-

portance of this element to policy:                      

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

d. Require meaningful consent protocols that assure consumers are clearly informed with specific and unambigu-

ous information (including specified purpose and use of data), and that consent is freely given, without coer-

cion.               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

e. Strengthen Federal Trade Commission authority to require data accountability programs and impose sub-

stantive penalties for privacy violations               Importance of this element to policy:                     

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Comments 

 

 

 



PART V (Optional): EUROPEAN UNION INDIVIDUAL PRIVACY RIGHTS 

Your League is not required to complete consensus on this optional section. However, completing 

consensus on it will provide further information for developing a final League position. 

 

The following set of individual privacy rights are current standards in use in the European Union. 

Some US companies may be required to comply with these standards. 

 

A. Right to be informed about the personal data organizations have about them 

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

B. Right to access personal data 

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

C. Right to rectification – correct errors in personal data or add to incomplete records 

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

D. Right to erasure* (aka, “the right to be forgotten”) 

[*i.e. create a process for individuals to request that Internet search engines remove certain re-
sults] 

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

E. Right to restriction on processing of personal data 

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

F. Right to data portability 

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

G. Right to object to the processing of personal data 

Essential ☐ Important ☐ Low Importance ☐ No Opinion 

Comments 



 

LWVRV Presentations for 2020-2021 

 

Committee members met (virtually) to plan the presentations for the coming year.  While the 

constraints of the virus precautions don’t presently allow us to gather, we still have options 

for Zoom meetings.  If you would like more details about Zoom meeting participation, visit 

the LWVOR state website at:   http://lwvor.org/covid-19-zoom  for a very good “Zoom for 

Beginners” explanation. 

Although still tentative, here is our present working schedule: 

August—-Cybersecurity Study Consensus August 17 & 18 

September—”What’s Happening with the Census?” by We Count Oregon 

            “Are Our Elections Secure?” with Chris Walker, JC Clerk (Elections) 

October—Jackson County Commissioner Forum Position #2 (Dotterrer/Martin) 

November—”Facing Our Own History in the League”  

December—Support a non-profit (do you have a suggestion?) 

January—Program Planning 

February—Voting Methods Review [Dr. Barbara Klein] LWV taskforce 

If you have questions for your state leg-

islators for the Voters Guide, please let 

Kathleen Donham (Voters Service) 541-

772-5044 know what you would like to 

add to the Vote411 or forum questions. 

http://lwvor.org/covid-19-zoom


 

Making Democracy Work TM 

Action News 

Healthcare:  Due to the volume of this newsletter devoted to the Cyberstudy, we don ’t 

have a lot of room for other important content.  However, Health Portfolio steward Bill 

Walsh has referred us to an article in Harvard Business Review .  The article can be accessed 

at https://hbr.org/2020/07/3-scenarios-for-how-the-pandemic-could-change-u-s-health-care 

and adds context to the standard question regarding healthcare that LWVOR is using for can-

didates in the Voters Guide this Fall. 

Climate Change: Since no newsletter went out this summer, the content Shirley Weathers 

sent out June/July may not be current. She has been busy on an important research paper 

called “Western States and Tribal Nations Natural Gas Initiative: Who are They, Really?”.  

While this work is not part of her League portfolio, we are proud of her initiative and team-

work with other entities educating us about the Jordan Cove/Pipeline project. 

Redistricting:  As of this week, the time extension is still in effect for the League partners 

and People Not Politicians [Initiative Petition 57 ] effort to get signatures for the November 

ballot. Attorney General Ellen Roseblum opposes the extension.  The Mail Tribune had the 

following interesting opinion: 

https://mailtribune.com/opinion/editorials/give-redistricting-measure-another-chance 

2020-21 League Leaders 

President— Margie Peterson  

Vice-president— Rick Bennet 

Treasurer— Jean Buck 

Secretary— Sally Smith 

Membership—  Jackie Clary 

Vote411— Mary Sinclair 

Action— Barbara Klein 

Voters Service— Kathleen Donham 

 

Observer Corps—Barbara Davidson 

Webmaster— Olena Black 

Newsletter— Jim Buck 

Historian—Nancy Swan 

Hospitality— Peggy Byrnes 

State Liason— Sheila McGinnis 

 

https://hbr.org/2020/07/3-scenarios-for-how-the-pandemic-could-change-u-s-health-care
https://mailtribune.com/opinion/editorials/give-redistricting-measure-another-chance
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Membership Application 

Name_________________________________________ 

Address_______________________________________ 

City___________________________________________ 

Zip______________Phone________________________ 

Email__________________________________________ 

Single membership — $65.00     Spouse/student—$32.50      

May we publish your information in the LWVRV Directory?      

Y    N 

Send check /application to P.O. Box 8555 Medford  OR  97501 

Would you like a phone call reminder about meetings? Yes   No 

Areas of Interest: 

 Campaign finance 

 Education 

 Election Issues 

 Redistricting 

 Observer Corps 

 Healthcare Issues 

 Environment      

 

 Local Government 

 Newsletter 

 Climate Change 

 National Issues 

 Voters Service 

 

 

Contact membership committee persons at membership@lwvroguevalley.org 

Welcome to new members Jane Lane, Roseann Roach, and Colette Allen!  New Membership Chair Jackie 

Clary wants to  encourage small group meetings on Zoom during this period of isolation.   Conversation 

with other members helps us keep our hope and enthusiasm alive as we follow the next election season 

in a spirit of inclusiveness.   

Volunteers are needed to collate the newsletter for those who still get a paper copy.  Folding, attaching labels, adding stamps, and 

taking to the post office is a task that can be completed without social contact, and would be much appreciated.  Please contact a 

board member if you would like to help:  board@lwvroguevalley.org or call 541-772-5044 

http://lwvroguevalley.org/wp/?page_id=10


 

 

                  

  

  

League of Women Voters 

Rogue Valley 

P.O. Box 8555 

Medford Or 97501 

  

If you are reading this newsletter on-line, maybe you don’t need a mailed paper copy.  Call the newsletter 

at 541-772-5044 if you would prefer not to get the newsletter by U.S. Mail, or leave a note at  KDon-

ham@gmail.com.  You should be receiving newsletters by email from State and National.  For membership 

application, go to http://lwvroguevalley.org/wp/wp-content/uploads/2019/07/

MembershipApplication501c3AsOf20190725.pdf 

Su Mon Tue Wed Thu Fri Sat 

      1 

2 3 4 5 6 7 8 

9 10 11 12 13 14 15 

16 17 

Census questions 

Cybersecurity Study 

4p 

18 

Census questions Cy-

bersecurity Study 

10am 

19 20 

Board 

Meeting 

10am 

21 22 

23 24 25 26 27 28 29 

30 31      

 August 2020 Activities LWVRV 
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